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ydstract— “Cloud compu!ing" ward becomes fnm?us.uow n
; " e technology have changed everything with respect
dor® a'm:v online services available. Differcnt services lige
If :;:-ncmrt. Sofnvare, Neavorking ctc. provided by rop
nff;n like Amazon. 1BM, Google, and Microsoft Jzure.
ven ;‘"a ' hichh is stored on @ remote server can be aceessed
g-“tht service provider with pay-as-yon-go hasis. 'Thc' data
stored on remole server is rcnll,.r secured or :{r)l is still an
csue. In this paper. I would like to emphasize on major

securify issucs in cloud computing.

0 va

Kawords — Cloud Compuling, pay-as-you-go, APT,
DDos, Major Security issucs.

]. INTRODUCTION

Cloud computing is nothing but inicr 1_1clworking (il.ucmcl)
based computing scrvices which is provided through intemet
{o the different users across globe. Data hu§ been collected
(with the help of various onlinc web applications/portals) nn_d
ot be stored on some SCRVER which is actually at tlic femote
lomtion or may be at the local site (depending on the storage
vemdors and their physical data centres). The scrvices provider
providas various services on pay-as-you-go basis (o store and
(rh beck this data as and when required to the customers;
t=is means paving for a service before it is (any scrvice) uscd
sith SLA (Service Level Agreement). This SLA has been
oads botween service provider and consumer with consent
amongst the involved partics lo agree upon.

Tre following services has been provided by these top
veadors like P22S (Platform as a Service), laaS(Infrastructure
21 2 Service), S2aS(Software as a Service) ¢lc.

PaaS - Under these services, everything has been provided
0 the consumer from the stant like OS, Design, Development,
Web Services like hosting an application with integration,
wrver secunity options etc, In this, consumer should not be
worried about the platform on which a particular product has
been designed and developed and the related concerns, This
should be taken care by vendor itself,

cg Microsft Azure, Rauckspuce Cloud pites, YM(oree,
Google App Engine cic,

[2a§ - ; . .
S _Undcr these scrvices, infrastruciure resourees s
0 provided like hardware, newwork, data resource etc. I

s, ¢ " T
by M";J,:;:"m“ has 10 only pay for the infrmstructure utilized
em, the rest will be (aken care of vendor,

"8 Amazon £C2, Rackspace Cloud servers, Atinda RTI

RUSTRYETIN
R AXY
1SSy. .’3,’9._!4:0
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Security

Shivane, pune
Qﬂgmuill.‘c‘g:nm“mzl Indla,

nb:lll‘ln(blc;ig:;:{ﬁr "‘:’*C services, consumer need not be worried
and fetching b‘}) ;,‘"I ‘l.“"‘:lUPlng of software and their storage
the vendor \villc ; lklc stored records as and when required, but
the service llf ¢ care of those things as he lm§ prov.ldcd

ice for this and o consumer has to puy for this service.

Cl-g. On-demnnd CRM provided by salesforcc.com, On-
l\cnmnd cmail (c.p. hosted Exchange, Google mail) cte.,
cb conferencing (c.g. WebEx, Citrix on-demand)

Il. Tyres or CLOUD

‘ There arc three different ways cloud
8. Public cloud = These clouds are owned and opcrated
by a third-party vendor again on pay-as-you-go basis,
which delivers their computing resources like servers.
storage over the internet. c.g. Microsoft Azurc. Using a
simple web browser you can be able access these
services and manage account. With the help of public
cloud, Soflware, Hardware and other infrastructure has
been managed by vendoritself. —

b. Private cloud - As its name suggests. its a private onc
and is owned by a single person, business entity or an
organization. Some companies opt a third party service
provider to host their web site or on a private cloud. A
private cloud can be also physically located on the
company's on-sitc data center as well.

c. Hybrid cloud - In this type of cloud, all above types
should combine together by technology which allows
data and applications to be shared between them.

_ Hybrid cloud provides business flexibilities and more
deployment options by allowing data and applications
to move nmongst public cloud and private cloud.

(11, ESSENTIAL CHARACTERISTICS OF CLOUD COMPUTING

1 On-demand Self Service ~ A consumer, by himsell can
have computing capabilities like server time and
network  stormge us needed  awtomatically  without
pequiring human interaction with each service provider.

b, Fatended neeess - With the help of odd taek or thin
client plutforms, we can casily aceess our ¢leetronic
gudgets like  mabile  phones,  laptops, tblets,
workstations ele. throngh stondiard mechanisims,

e, Resouree poohing Various resowrees like storage,
memery, PrOvENsing have been pooled at the remote
rver (U vould be locally managed or within \he
country or a specilic data center nt remote loention) 1o
suve and retneve back to the consumer a5 and when

rcquiml. Generally consumer necd not 10 Know (he
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actual locatnon, where i1s the storage of theu datn
actually resides

d. Fast flexibiliy - Services provided by cloud
computing are fast and flexible as per consumers need.

Measured service - Well controlled and optimized
resources has been initiated by service provider[1] like
how much storage capacity can a consumer can
choose, how much processing speed of therr
transactions can they afford, also how much bandwidth
they can choose for processing of these transaclions,
how many active user accounts they can altord. ete.
These resource usages can be observed, controlled and

recorded as per SLA.

]

Major Security concern in cloud computing — A very
recent study says that “APT’s and DDoS attacks are
considered more serious than viruses and botnets™[2].

IV.CLOUD DEVELOPMENT TOOLS

Following some of the tools has been used for development
purpose for cloud computing. which cnables a developer
directly develop their applications without downloading it
on to their individual machines [3].

a2 Otixo - It is a web based tool for cloud user. It is like a
file manager for all our cloud services and social
networking sites. This tool supports for Amazon S3,
Google Drive, SkyDrive, CX, DropBox, Face book ctc.
we can achieve all cloud services with single

psrmission

b. Hojoki — It’s an 10S and android based tool used to
provide collaboration of different cloud services. c.g.
Evernote, Google Drive, Drop Box, Sky Drive clc. It
can be used for collaborated services, tasks

mznagement and also forget nolification from

commected application.

CloudFuse — It is desktop based application which
allows only onc sign in for different cloud based
cervices. With the help of this one can manage data on
the cloud zacross different clouds like Drop Box,
Google Drive. Sugar Sync ete. Using this onc can be
able 1o create, update, remove and rename folders,
dragging and dropping items between desktop, also
<hare the information amongst other machines.,

d. Aneka - This ool is one of the flexible, extensible
cloud application development tool, which allows
cervers and desktop machines to be hinked together to
form a very powcerful computing infrastructure. |1
provides flexible and configurable execution platform,
its Application Programmng Interfoce supports very
farnous cloud programming models namely, 1) Task, i)
Thread and n1) Map Reduce,

Ubuntu server introduces a technical preview of Juju, n
modern  approach to  service  deployment  and

my ~ JAAN

22293429

Ved V11, Buswe 1. Febneary JIS
archestration  on cloud wluch SUppon
archiecture
Nimbus — [t 15 an open source and Compag,
laaS. It provides the features o scientific ¢,

such as updaung i proxy credentials, baiey, |
The Amazon Elasuc Compute  Cloug ”"'
considerably the best one, but Manjrasoft Ay,

market oriented which supports cloud llc\ch.[mll )
management  with rapid apphication  de |
(RAD) and having its own distribution c.lpa'lni”,,’_[_‘-

V. MAJOR SECURITY CONCERNS

A APT = (Advanced Persistent Threats) — As per defin;,

4]

it refers to a group, such as a foreign governmey, |
both the capability and the intent to pt:!‘.\l!ilcnl[;.
cffectively target a specific entity. =
The most targets of APT's are smaller organ,,
also law firms have been attacked to target pyep,
by forcign interests (starts with *C" and ¢pg Y
‘hina’[3] so that intellectual  property  coyq
climinated. Whilc patents arc being authored (j ¢ P

to filing).

a.

b. APT's can be able to hack down the top secret |
acquire trade secret, classificd mformation ctc

Traditional sccurity systems such as any.y
malware removal softwarc and penmeter seq
systems arc found to be uscless dunng these anx
Most of the organizations have accepted the fag
once the breach has been done, only then seqy
concerns are come into the picture.

These threats can be divided into 5 stages as follows:

To identify, who is inside the cloud is very hard to &

[ow they can do this is depicted graphically as below [3]

=
) ﬁ\‘i't::'

& \ £
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;s involves
The process InY =
To Identify vulnerability

1.

; :T;l?:r:}h:c attackers mapping the company resources
-;‘ \ttackers elevate privileges _ .

. t\uackcrs create back connect functionality

D>. ¢ o ; . -

6. Installing malware to hijack the systems

! DDoS - rDisrribuwd Denial af.Sl"W'CC) i In lhif‘-- Ill.lnckurs

" re a aroup of machines targeting a particular service (4],
The increasing number of reports of DDoS makes most
fatal threat amongst other known thrcnl.s. z\‘recenl study
shows that more than 20% of enterprises 1n the wonfj
expericnces at least one DDoS auaclv_c incident on their
infrastructure [5]. Some of the following examples show
that DDoS threats are more yvulnerable than any others.

2 Lizard Squad attacked cloud based gaming services of
Microsoft and Sony which took down the services on
Christmas day in 2015.

b. Cloud service provider, Rackspace, was also targeted
by massive DDoS attack on its services.

¢ Another example of DDoS attack faced by Amazon EC
due to which a heavy down time had experienced. Also
bacause of down time, the organization suffered
business loss and man long term and short term effects
on their business expansion.

d A repont by Vensign iDefence Secunity Intelligence
Services [6] shows that SaaS cloud service scctor has
been hampered a lot during last year.

e, With respect to Virtual Machine’s (VM), the
“elasticiy™ or “auto-scaling” faced economic losses
based on DDoS attack which is also known as
Economic Denial of Sustainability (EDoS) attack or
Frazudulent Resource Consumption (FRC) attack [7).

12aS has zlso been hampered as the machines have
been utilized with the help of Virtual Machine (VM's)
on-demand by the cloud consumer (e.g, commercinl
web applications or web portals). Following figure

focused on utilization of YM's on server for cloud
computing environment,

Vol, VIll, lssue

clo =
h:).:'::d t:::cg;r::jif_cm}' the infections (malicious code)
Software or servic .ln.m,‘f‘oud services as a part of the
lhumSch—csl € that is running within the cloud servers
Once this seri
the cloud beg
able to haye |
data,
QI:"]-"KU’;:EI\[: ,Sl}ldy says that 1_300??“5(_: of malicious code an
may be mm%v"l““ﬁll ﬁn.ancml institutions around the world
date. Unlike :Icfc( as one of the largest cyber heist il
consumer crcd“- t'ls;]-al cybercriminal method of stcaling
bnnking b cnlm_s or compromising individual online
targeted ba, "‘:"S_Wllh malware, the brazen Carbanak gang
i anks ‘mlcrnnl systems and operations, \\_-"l‘llch
SIS N a multichanne! robbery that averaged S8 million
E:crLb““k [B]. Also to target a LAN (Local Area Network),
a LOWBALL malware have used for spear phishing

campaign in December 2015 a FireEye report revealed this
report [8].

11, February 2015

Pt (malicious code) has been executed and
INS operating it repeatedly, attackers can be
1c sensible information and they can steal the

Very recent cxample has been found in Brazil. where,
CloudSquirrel infects users by downloading malicious
cnerypted payloads via a JAR (Java ARchieve) file.
Payloads contain information and password stealers. Once
the cloud malware establishes a connection with its
Command & Control hosted in Dropbox, its commands
acts like as a plain text files with fake extensions such as
-png, .wmv,.dat, .mp4 ete [8).

Insccure APl - (Application Programming Interface)
This gives user an opportunity to customize the
applications on cloud.

As API's are user friendly, they can become a threat to U
cloud security. API's having customizable features whi
will allow customers to enhance their business needs

per their requirement as and when required. Due to wh
there should be an exploitable security nisks involved

cloud services.

£ Abuse of Cloud Services = As in this digitization wo
every orgamzation has come up with some cloud be
services because of their features provided by the ven
along  with  SLA including massive  data slo
management.

This feature of massive data storage capacity may ¢

el TI % P ;5‘": o hackers and unauthonzed users 10 casily host and s
O | # i o ( . ‘ L |
" #D - ﬂ ﬁf ¢ malware, legal coftware ond other digital prope
B -':'-JFEE i - Ej':"l":rl Because of this, entire business can be hampered. D
s * E/ . & { which the terms of use can be rencgotiated.
oo " E_, i L o These risks imclude sharing of pirated software, v
n i pe ; .« and can result an legal conseqt
¥ Jﬂ =1 r El o music or ’I\{\I\L.\ an - !
% =1 ] " i «pature of infningement
5 E.‘ E] @ = depending upon thet g
r — r"
& 99,9
l VI, CONCLUSION
njection -

program sc
eventually act as a valid inst

1_hc cading for the malware s just like normal
ript. embedded into cloud services which will

ance and run as a SaaS to

The sccurity issues considercd i this paper are

8 .
;rc-"m“““ and awarcness, apart from this, there or
1noTe

K concerns in clond computing but those w
such

44
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considered as harmful as APT and DDoS. Thats why
major focus was concentrated on those (wo Concems,

Also the opumal solution for the secunty concern requires
depth of technical knowledge and expertise, also having
the ability to pursue 1t thoroughly. As far as data secunty
i« concerned, the hash tile opproach and  meta-data
approach [9] could have the best solution.

As far as APT 1s concemned, the conceptual approach to
ensure security to cloud [10] and Algorithimic approach for
securing cloud [10].

In conceptual approach, TTP (Trusted Third Party) and
TPA (Third Party Auditor) plays a vital role where TTP
ensures secure interaction between two parties and TPA
ensures strong authentication and authorization between
them.

In this, cryptography is used to ensure secure transmission
of data files over a network. Sccurity auditing is also
another way to venty the presence and functioning of the
cloud customers and cloud providers as  security
mechanisms. TPA can also perform MAT  (Multiple
Auditing Tasks) for single or multiple clouds in branch
manner for better efficiency and security [10].

Following diagram shows the secured model of cloud.

Wy A ARy

rPublic darn

™A
| nudiung
Lan Tlllng T_l'“ﬂe necess
[[ oo

L e

Uner

In an Algorithmic approach, divide the data into different
n pars by secure scanning of data process, say S and
different pants, say D1, D2, D3, ..... Dn. When the data is
1o be shared between multiple clouds in secured way, the
cloud 1s given an access to the data shares securely (10].

As far 25 DDoS is concemed, the application level
defense, VMUOS level defense, Hypervisor level defense,
Cloud level defense, ISP level defense (7).under ISP Tevel
defense, major solution designs could be proposed like
Apphication defense, Application defense and  System
defense and Systemn defense or System defense and
External defense and also combining all the three ie.
Application defense and Systemn defense and  External
defense. All those claborate the best way 1o secure ¢loud
computing in cffective manner with different perspectives,

As far as malware injection altscks oare concemed,
databases should not exposed to the internet, They should
be accessed only through local host during setting up these
kinds of web applications.

Also utilizing proper authentications and authorizations to
the different database users and access control mechanisms

INSN 22093400

n
(2]
(31

(10]

A5

Vol VHE tovue 1, Pebruary 2008

should be adopted  before internet - connegy,,
incoming requests can also be checked tha yy,, ': I
are legitimate or not, if those nre 0oL avoid gy -l
and prevent such requests in future by vatiou ¢, e
algorithms, JCH

As fur as Insecure API's are concerned, user |
their related permissions should be approprimeyy |
during development ol apphication, o thit furijg, g
could be avoided. Also in case of dynamic appi,.
user rights should be granted automatically uyg
again, once their work is over.
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